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HAL BWS HA-Bridge Setup Guide

Abstract

This document is intended to provide you with basic details in order to download, install and
setup the BWS Systems’ HA-Bridge to interface with the Amazon Echo/Dot.
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€ STEP 1: Downloading the latest HA Bridge Release from BWS Systems

From any browser, go to http://www.bwssystems.com/

’ﬁﬂwﬂ-_.—:tem;
I bwssystems.com c A, Search a8 4+ # @ =

@ BWS Systems Home

Manags eVafydal fasks affariasaiv
P Do &I

Click the “Get it now!” link to download the java jar file of the latest release.

Create a Directory under the HAL directory such as “HA Bridge” and move the jar file you downloaded
to this folder. The jar file which was downloaded will typically have the version number as part of the
file name. For example ha-brdige-2.0.7.jar. You can either create a copy or rename the jar file so
that is called ha-bridge.jar. More on this in step 3.
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& STEP 2: Download and Install JAVA

From any browser, go to https://www.java.com/en/

Por—

J M @ Oracle Corporation (US] | https://www java.com/en/ c Q, Search ﬂ’ E ¥ # G} =
IMPORTANT INFORMATION REGARDING THE SECURITY OF JAVA SE

Download Help

JAVA +YOU,
DOWNLOAD
TODAY!

Free Java Download

» Whatis Java? » Dolhave Java? » Need Help? » Uninstall

Click on the link “Free Java Download” which will take you to a page that will display the current
version of Java for your browser..

Download Java for Windows
Recommended Version 8 Update 111 (filesize: 721 KB)

Release date October 18, 2016
Agree and Start Free
Download

By downloading Java you acknowledge that you have read and
accepted the terms of the end wser license agreement

When your Java installation completes, you may need to restart your browser (close all browser
windows and re-open)to enable the Java installation.

Click the “Agree and Start Free Download” which will allow you to save the installer. This file name
will be different based on your browser and OS. For Firefox the file was jxpiinstall.exe.
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Once the install is complete, run this installer and click “Install”

-

Java Setup - Welcome L=

Welcome to Java

Java provides access to a world of amazing content. From business
solutions to helpful utilities and entertainment, Java makes your Internet
experience come to life.

Mote: Mo personal information is gathered as part of our install process.
Click here for more information on what we do collect.,

Click Install to accept the license agreement and install Java now.

[] change destination folder Cancel ] [ Install =

Only proceed if you receive a successful install message.

-~

Java Setup - Complete ==

\/ You have successfully installed Java

You will be prompted when Java updates are available. Always install
updates to get the latest performance and security improvements.
bore about update settings

When you click close, your browser will be opened so you can verify that
Java is working.
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€ STEP 3: Create a batch file to start the Bridge and reference it in HAL’s startup routine.

So that you can automate the startup of the bridge software you will want to create a Windows batch
file to execute java and load the bridge. Using Notepad add the following single line.

java -jar -Dserver.port=8081 ha-bridge.jar

You can specify any port you like. In this example port 8081 is used. Also the jar file referenced does
not have the version number. The reason for this is so that as you download newer versions of the
jar file, you need only delete the old ha-bridge.jar and rename the downloaded version. This will allow
you to keep the batch file the same. You will also be able to keep the older jar file in case you need

to regress to an older version.

Next save your batch file in the directory that you created in step 1 and name it HA-Bridge-Start.bat.

|4 ha-bridge-1.4.1,jar
| ha-bridge-1.4.2,jar
|| ha-bridge-2.0.7-hal-d.jar
|4 ha-bridge-3.0.0,jar
| ha-bridge-3.2.0,jar

*d Homegroup

m

1M Computer

& os(c a7
- 0% (C) ] HA-Bridge-Start.bat
€l Metwork -« m
8 items

3F2L72016 T:57 Ph
3212016 9:44 Ph
5/26/2016 7:30 PM
71972016 2:18 Ph
10/23,2016 9:31 PrA
10/23/2016 9:32 P

(o]l 6 =]
| . v Computer » OS5(C) » Program Files » HAL » HA Bridge - [+
s P 9 g +
Organize - Include in library = Share with - Mew folder 4= + [ li@l
3 Documents oy Marme Date modified Type
rJT Mlusic : ] )
" || ha-bridgejar 10/23/2016 3L PA Executable Jar File
E=| Pictures
g i | ha-bridge-1.3.8,jar 2122016 9:20 PR Executable Jar File
ideos

Executable lar File
Executable Jar File
Executahle Jar File
Executable Jar File
Executable Jar File
Windowss Batch File

-
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@ STEP 4: Reference batch file in HAL’s startup routine.
Open HAL'’s System Settings.

¥ HALhrns tr settings

Wiew All Configuration Options -

o

Pool/Spa

Securty
Shades/Curtains

System

T elephone

Universal Serial Interface
LIFE

Y antage

Yera

Yoice Recoghition

CER SR E-TET

]

Open Personal Assistant.

ant

Fhraze Yalume Fate Fitch T

WHeloSaly [ Ganimuedi o speai MR /0N 2 Sali - Ut ~ [ vicice |
o || — D -
o (I = e | —— — T

[ Start HAL v ti d enabled. * Detault
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Under the section titled “Startup Applications” click on “Configure”. This will open a dialog which will
allow you to configure up to 3 different items to startup after the HAL startup has completed.
Beginning in HAL version 6.1.34 in addition to starting an application (exe), you are now able to also
start batch files (bat) or shortcuts (Ink).

@ Startup Spplications X

Application 3:

T
-

Click the “Browse” button and set your file filter to Batch Files. Browse to the directory where you
saved your batch file and select this file as a startup.

-

i =
@CJ'| b Computer » O5(C) » Program Files » HAL » HA Bridge - |<Ff|

Organize » Mew folder == » [ @

 Favorites Mame Date rmodified Type

Bl Desktap | H&-Bridge-Start.bat 104232016 3:32 PA M¥indowes Bar
4 Dowenloads

;
1=l Recent Places

1 Libraries

m

i Libraries
@ Docurnents
J’ hlusic
[ Pictures
B videos

#d) Homegroup

Lol Computer
B ...

- | 4 1 | b

File name: HA-Bridge-Start.bat - ’Batch Files *.bat) v]

| open v [ cancel |
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Your HAL startup should be similar to the example below. You can now click “Done” on this and the
Personal Assistant dialog. Keep in mind you can always start the HA-Bridge manually without having
to stop and start HAL.

@ Startup fpplications
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@ STEP 5: Configuring the HAL Web Services.

In order for HAL to communicate between the Bridge and the Echo we will use HALws (Web
Services). You will need to have Internet enabled in HAL along with HomeNet. To setup HALws
while still in System Setting, open the HomeNet configuration window.

# HALhms - System Settings

iew Al Configuration O plions -
£ Aude

g Backup/Restare
? C-Buz
. * Centralite Syztems

Digital Video Center

= Energy Management Conzsole

Event Logs

Genenc Sernal Interface

Genernc TCPAP Interface

HomeM et

# Hormehet
ﬂ HomeMet Enabled

HarmeM et:

HormeM et FOA:;

hic:

132168.1."

Werify Pa
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On the HomeNet Advanced configuration window, enable HALws and click on “Generate Token”.
You will use this token in the HA-Bridge configuration to permit access to the HALws. The token in
the example below is obscured on purpose...

o Monitoring URL:

= oice

B Device Cartral
[ tod

[ Telephone

[ Heating & Cooling

Cuzeorn Feleng Corian:

[ tenu ltem 1

W tenu ltem 2

W tenu liem 3

[ Enable H:

[ Security & Schedules

[ Energy [ Irformation Center
[ Diigital buszic [ Shopping

[ Home Theater

[ ideo Monitoring
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@ STEP 6: Starting the HA-Bridge.

Once the HA-Bridge.bat is executed you should see a cmd window open. If this is the first time you
have run Java, you will see a Windows Security Alert dialog displayed. You will need to respond to
this dialog by clicking “Allow Access”

& Windows Security Alert 2

G Windows Firewall has blocked some features of this program

Windows Firewall has blocked some features of Java(TM) Platform SE binary an all public and

private networks,
¢ Mame: Java(TM) Platform SE binary
y v |
Lil Publisher: Orade Corporation
Path: C:\program files (x86)javaljre1.8.0_111\bin\java.exe

Allow Java(TM) Platform SE binary to communicate on these networks:
| Private netwarks, such as my home or work netwark

Public networks, such as those in airports and coffee shops (not recommended
because these networks often have little or no security)

What are the risks of allowing a program through a firewall?

| Allow access || Cancel |

When the batch file is executed a cmd window should open that appears similar to the one shown
below. If there is an issue, you will see it in this window. If the window closes instantly, make sure
that Java is loaded. You can also add a Pause command as the last line to your batch file to view
any message before the window closes. Remember to remove this after testing or it will be nuisance
when everything is working well and you simply want to close the window.

B CoMYindowshsystem32emd. exe EI@

C:“Program Files~HAL~HA Bridge>java —jar -Dserver.port=8881 ha-bhridge.jar
2016—-10-25 @9:54:088.417? Imain] INFQ com.bwssystems.HABridge .HABridge — HA Brldgr
2016-18-25 B39:54:88,.431 I[main] IMF0 com.bwssystems.HABridge .BridgeSettings — re
2016-18-25 B9:54:88.523 I[main] WARN com.bwssystems.HABridge .BridgeSettings — Th
lany known IP's on this huot.

2@16-18-25 B89:54:88,.524 INFO com.bwssystems.HABridge .HABridge — HA Bridy
28016—-18-25 @9:54:688.534 i INFO com.bwssystems.HABridge .SystemControl — Sys
2016-18-25 B9:54:088.614 in]l] IMFO com.bussystems.nest.controller. MestSession
2@16-18-25 B9:54:088.614: ::Thread-8: Logging initialized B451ims

2016—18-25 @9:54:688.694 spark.webhserver.JettySparkServer — == §
2@16-18-25 B89:54:88.696 spark.webserver JettySparkServer — 2> L
2816-18-25 O:0ejs.%erver:Thread-B: jetty—7.3.z-5SHAPSHOT
2@16—-18-25 0:0ejs.ServerConnector:Thread-BA: Started ServerConnec
2@16-18-25 0 oeas.Seruer'Thread B: Started E6lbms

2016—-18-25 @9: 54 11. 539 INFO com.bwssystems.nest.controller.NestSession
2316513—25 A9:54:414,315 i INFO com.bussystems . HABridge .devicemanagmeent .De
arted....

2016—18-25 @9:54:14,.323 i INFO com.bwssystems.HABridge .upnp.UpnpBettingsRe
2@16-18-25 B89:54:14,325 i INFO com.buwssystems.util.UDPDatagramSender — Ini
2816—-18-25 @9:54:14.326 i INFO com.bwssystems.util.UDPDatagramSender — UDP
2016—18-25 @9:54:14, 341 i INFO com.buwssystems . HABridge . hue .HueMulator — Hu
2016-18-25 B89:54:14,348 i INFO com.buwssystems.HABridge .upnp.UpnpListener —
2016—-18-25 @9:54:14.395 i INFO com.bwssystems.HABridge .upnp.UpnpListener —
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@ STEP 7: Opening the HA-Bridge user interface.

To open the HA-Bridge user interface, open a browser on your HAL computer with the URL
http://localhost:8081/ or from another computer using the IP address of your HAL computer and the

port number you specified in the batch file.

@ Ha Bridge - Mozilla Firefox
Eile Edit View History Bookmarks Tools Help

/" HA Brid x |
7 ridge I'\+

¢ Q, Search T:f B 4+ #

€ | () localhost8081

Bridge Devices Bridge Control Logs Manual Add

Current devices (0)

Renumber Devices

Row 1D

Name Type Target Actions

Bridge Device DB Backup #

To configure the HA-Bridge, click on the “Bridge Control” menu item.

Home

Bridge Devices Bridge Control Logs Manual Add

Bridge Settings

Bridge http#/localhost-8081/api/devices

server
‘ Bridge Reinitialize ‘ Bridge Stop
Setting Value
Configuration Path and File P —
Device DB Path and File data/device.db
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@ STEP 8: Configuring the HA-Bridge.

Scroll down on the Bridge Control screen to the HAL section. You will need to enter the IP address
and Port for you HAL HomeNet and click the “Add” button. Next enter the HAL Token you
generated. You can copy and paste this from the HomeNet Advanced configuration window.

Home

HAL Names and IP Addresses Name P Manage

HAL Server 192.168.1.2:82

Del

HAL Token

Scroll back to the top of this form and click the “Save” button. You will now have a new menu
option “HAL Devices”. Be sure to select the type of dim control to be generated as “Percentage”.

Bridge Devices Bridge Control Logs HAL Devices Manual Add

HAL Device List (271)

For any HAL Device, use the action buttons to generate the device addition information below automatically. Then you can modify the name fo anything you want that will be the
keyword for Alexa. Click the 'Add Bridge Device' to finish that selection setup. The 'Already Configured HAL Devices' list below will show what is already setup for your HAL.

Also, use this select menu for which type of dim control you would like to be generated. Percentage :

- ; none
Use the check boxes by the names to use the bulk addition feature. Select your items ai pass-thru Value

and off or dim and off if selected with the name of the device from the HAL. Percentage
Custom Math

wanted, then click bulk add below. Your items will be added with on

Row Name Cate... HAL On Button Off Button Actions
Server I .
16 DINING ROOM LIGHTS Light HAL hd hd Generate Bridge Device o
Server
17 [C] DRIVEWAY DOOR LIGHTS Light HAL - he Generate Bridge Device
Server
18 [C1 DRIVEWAY LIGHTS Light HAL hd b Generate Bridge Device
Server
19 [ FAMILYROOM FIREPLACE Light HAL hd e Generate Bridge Device
LIGHTS Server
20 O] FAMILYROOM WINDOW Light HAL M = Generate Bridge Device
LIGHTS Server
21 [ FOYER HALWAY LIGHTS Light HAL - s Generate Bridge Device
Server
22 ] FOYER LIGHTS Light HAL - - .

Bulk Add (1)
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€ STEP 9: Adding HAL Devices to HA-Bridge.

Select a HAL device by clicking the checkbox by the device name. Next click on the Action button
“Generate”.

Row Name Cate... HAL On Button Off Button Actions

16 DINING ROOM LIGHTS Light HAL hd v Generate Bridge Device
Server

Now scroll to the bottom of the screen and you will see the commands that HALws will receive from
the Echo when an On, Off or Dim action is required. These same commands can be executed
directly from any browser. Again the tokens in the example below have been obscured. You'll also
notice in the area designated by the red box that the dim percentage will be filled in based on the
dim control type selected previously on the top of the page.

Already Configured HAL Devices ==

Add Bridge Device for a HAL Device

Name DINING ROOM LIGHTS Add Bridge Device

On URL nhttp://192.168.1.2:82 Clear Device
/DeviceServicelDeviceCmd=SetDevicel DeviceValue=On!DeviceName=DINING%20RO0OM%20LIGH

Dim URL http://192 168.1.2:82

-’DE!VIE,ESE!NICE!!DEVICECmd=SEtDEVICE!DE!VICE!ValUE!=DIm!DE!VIE_,E!F‘E!I’CE! t=%{intensity percent}! PeviceN

ame=DINING%20RO0OM%20LIGHTS?Token

Off URL hitp://192.168.1.2:82
{DeviceService!Devi
Token MR

md==SetDevice! DeviceValue=01ffl DeviceName=DINING%20RO0M%20LIGHTS

By clicking on the “Bridge Devices” menu option, you will see the device you have added. You can
test it by clicking the On or Off buttons.

Home

Bridge Devices Bridge Control Logs HAL Devices Manual Add

Current devices (1)

Renumber Devices

Row D Name Type Target Actions

1 2 BACK SIDEWALK LIGHTS  switch  HAL Server w w w '
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When adding a Group, | modify the Group name to be prefaced with the word “All” so that it is less
confusing to both Alexia and the user the particular Item and it’s function.

Bridge Devices Bridge Control Logs HAL Devices Manual Add

Current devices (67)

Renumber Devices

Row ID Name Type ~ Target Actions

1 2140308849  ALL BACK PORCH LIGHTS group  HAL Server —
2 2140308848  ALL MASTER BEDROOM LIGHTS group  HAL Server _—
3 2140308847  ALL MAIN FLOOR LIGHTS group  HAL Server
4 2140308845  ALL INSIDE LIGHTS group  HAL Server —
5 2140308844  ALL FRONT LIGHTS group  HAL Server -

6 2140308843  ALL BASEMENT LIGHTS goup  HAL Server  [JERERS ' p— -
7 2140308842  ALL BACK LIGHTS goup  HAL Server  [JEREIS ' Ep— :,..:‘r.ﬁ?mJ 3

When adding a Macro, keep in mind that when speaking to Alexa you will still need to say “Turn” Macro
Name “On” for the command to be recognized and carried out.

m.| »

Below is an example of a Macro | have called “Familyroom TV Off’. When | have the HA Bridge
generate the Bridge Device | get the following:

Add Bridge Device for a HAL Device

Name FAMILYROOM TV OFF Add Bridge Device

On URL http://192.168.1.2:82
MacroService!MacroCmd=Set!MacroName=FAMILYROOM%20TV%200FF?Token=moxe1yg&viple
ms7

Dim URL hitp://192 168.1.2:82
MacroService!MacroCmd=Set!MacroName=FAMILYROOM%20TV%200FF ?Token=moxe1yg&viplems
7

Off URL hitp://192.168.1.2:82
MacroService!MacroCmd=Set!MacroName=FAMILYROOM%20TV%200FF ?Token=moxe1yg&viplems
7
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Since Alexa will be looking for an action verb at the end of the command spoken “Turn XYZ Off”, having
a macro with the word on or off would be redundant “Turn XYZ OFF Off”. So | remove the word “OFF”
from my Macro Name as shown below. | also have a macro called “FAMILYROOM TV ON” so | can
edit the On URL to reference that On Macro. The result is an HA Bridge device entry that references
two different Macros so that | can use Alexa to Turn the Familyroom TV On and Off.

Add Bridge Device for a HAL Device

Name FAMILYROOM TV Add Bridge Device

On URL hitp:/i192.168.1.2:82
.-"I‘v'1acrOSE!rViCE!I‘v'1acr0Cmd=Set!MacrONamEE"FAI‘«HLYROOI‘H%EOTV%EOON?TEIKE!n=m0,‘(E!1yq8\.‘1p|em
57

Dim URL URL to dim device

Off URL hitp://1192.168.1.2:82
.f'I‘v'1acrOSerVice!MacroCmd=Set!MacroName|tFAI‘v'1ILYROOM%EOTV%EOOFF?TIJKen=m0xe1yq8\a1plerr15
7
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@ STEP 10: Configuring the Echo.

For Alexa to be aware of the devices which you have added in the HA-Bridge, say “Alexa, Discover
Devices.” You can also perform the discovery process from your Alexa smartphone app or the
Alexa.amazon.com page under Smart Home, by clicking “Discover Devices”. From the Smart
Home area of the Alexa site you can also forget discovered devices.

€ alexa.amazon.com,/spa/index.html#smart-home Search ﬁ E ¥ @

Your Smart Home Skills

lU=e Alexa to control cloud-connected devices on other services.

Cet More Smart Ham

m

e r Mayvmroo
L.v'U D-,_, Vi o

Devices that Alexa has discovered and can control.

I
(W)
[#]

Sort by | MNewest ~

Once discovery has successfully completed, you can now say “Alexa, turn on the Back Sidewalk
Lights”. Unfortunately all she will respond with is “Ok” unlike HAL, which will say “I have turned on
the Back Sidewalk Lights”.

Enjoy!

&
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